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SO 00000
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1. 0000000000000000 00000 | KeeZ/(p—1)Z
ooo0Q K! = bha
2. 000000 000 K/00OO
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00000 K = Kb
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Given: p: prime, b € F%, a € (b)
Find: x € Z/(p— 1)Z s.t. a =b*
Indpa ===

000 (x,b) — a =0b"

— = (Tp_1TE_>2...2120)2,
2
a = Tlo<ick b* ',
n = O(log p)

000 (a,b) — x

googoodogd

e DOOO
— O(p)

e Square-rootd (PollardO rhoO)
- o (Vi)

— Op—-1000000

e 10D ODO (Adleman, 1979)
— Lz(a,B3) =
exp (B(Iog 2)?(log log x)l—o‘>
— O(Lp(1/2,240(1)))
— O(Lp(1/3,1.903 + o(1)))
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Given: p=47,a=40,b =11

Find: Indya i.e. x s.t. a =b" mod p
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a3b28 = 4398 mod D

=

a = b(8—28)/(3-39) mod D

Joogoodo

Given: p=47,a=40,b=11

Find: Indya i.e. x s.t. a =b" mod p

00000B=1{2,3,5,7,11,13)}

# B[ 0 relationd

(1142\
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1111
1131

\11!)

(2) (.2 )
15 3x5
110 | 2x5
|39 [3x13
35 bx 7
\11) \ 11 )
111nd112

11Ind113  11Ind115
11Ind112  11Ind115
111Ind113 « 11Ind1113
11Ind115 « 11Ind117
\ 11Ind1111
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42 1 00 0 0 0\ /Indp2
(3\ 01100 o\ (Iﬂdii3
29| _ |1 01 0 0 o] Ind5
11| |0 1 0 0 0 1 Indq17 120:
31 00110 0f[mdp;11 |
1/ \o 00 01 0/ \tna13/ |

100

Ind{13 16 »
Ind{15 _ 33 B T
Indy17 | = |44 | ModP—1 |
Ind{111 1 20

20

40 X ]_]_33 = 12 0 200 400 600 800 1000 1200
— 22 >< 3 mod p Key Length (bit)
oot
00 Square-root
Ind1140 = 2Ind{12+1Ind113 —33
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2 x 42 4+ 16 — 33
21 modp— 1
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= 2800000000000 OOOC
— Square-rootd 0 logop ~ 160
— 00000 Ologsp = 1024 (?)

e JIDMDOOOOOMI
— Square-root O logopd 00O OO
— 00000 Ologpb0oonond
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— Given:
G. 00000, bed, ae€ b

— Find:
x € L/H#GZ s.t. a = [z]b
— Square-root0 0 dgggononO:
x V1, IDO#GEODO00000
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— Ugdoguboubotdbootdn
Joooboodboouogd
Joodoodoooogood
Jubbotdoodogdd
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E/Fp:Y?2 = X34 asX + ag

Py = (x1,y1), Po = (z2,y2)

P3 = (z3,y3) = P1 + P>
LU if p £ Py

L2—X]

A= 2
3x{tas . .
Da1 if P1 = P>
r3 = )\2—:131—:62,
y3 = Mz1—23) —y1

F,0000000:
ab: M = O((log p)?)
a+b, —a: O(logp) <K M
a~l:I~20M
000714+ 3M ~23M
2000714+ 4M = 24M

oogoodod
Juootdoodbogd

— #E(Fp) = O(p)

— Square-root 0O 0O OO
FOO0OOOO0ODO:

O (V#E(Fp)) = O(vp)
IF;;DDDDDDDDDDDDD
E(F,)0000 square-root0 00000
Ooo0doonn
F, | E(Fp) | Ratio
512 | 1207 4

1024 | 1607 6

2048 | 2247 9
3072 | 2567 12

Joogg
gubodboodogd
Joogdogdogdg
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C:Y?=F(X),
F(X)= X291 4 5, X29+ .- + fo,
Ji € Fp

jC(]Fp) = {D = {Pl, .. .,Pn -~
U1<regCE) \ {Px}} | 0 < n < g, DF = D}

Jo(Fp) = {(U,V) € (Fp[X])? |
lc(U) =1,
degV < degU < g,
U|F—V?}

U= [] (X —1), yi =V (zy)
1<i<n

#JIc(Fp) =~ pI

Joogoodo

Input Genus 2 HEC C:Y?2=F(X) = X° + fz2° + fo X2+ f1X + fo,
Weight two coprime reduced divisors D1 = (U1, V1), D2 = (U, V)
Qutput | A weight two reduced divisor D3 = (Us,V3) = D 1+ D>
Step Procedure Cost
Compute the resultant r of U; and Us. 4M
21 ¢ U21 — W11, 22 < UR121; 23 < 22 + U0 — U20;
T« u10(23 — u20) + u20(u20 — u1121);
If » = 0 then call the sub procedure. —
Compute I; = 1/U; mod Us. I+2M
wo — 1Y i11 — wiz1; d10 — w123
Compute S = (Vo — V1)1 mod Us. (Karatsuba) 5M
w1 1).20 - /1}.101 w2 +— V21 — V11, W3 Zlowly W4 — 7;111112;
51+ (i10 +911) (w1 + w2) — w3 — wa(l + u21);
S0 ¢~ W3 — U20W4,
If s3 = 0 then call the sub procedure. —
-2
Compute Us = s7°((S?U1 + 25V1)/Uz — (F — V) /(U1U2)). I+5M
wy — sfl
uzo — wi(wi(s3 + u11 4+ u21) + 2(v11 — sows)) + 22 + u10 — u20;
uz1 — w1(2s0 — w1) — wa;
uzz + 1;
Compute Va3 = —(SU; + V1) mod Us.(Karatsuba) 5M
W1 <= U30 — U0, W2 < U31 — U1,
w3 — s1w2; wa +— sowi; ws — (s1+ s0) (w1 + w2) — w3 — wa
V30 < W4 — W3U30 — V10,
V31 < Ws — W3U31 — V11,
Total 21 +21M
In. | Genus 3 HEC C Y2 = F(X) = X' F [sX° F faX? F f32° F o X2 F 1 X F Jo,
Reduced divisors D; = (Ul,Vl), Dy = (U, Va),
where U; = X3 + u12X? + u11X + w10, Vi = v12X? +v11.X + vio,
Uz = X3 + upox? + up1 X + uoo, and Vo = v X% + v21.X + vao
Out. | Reduced divisor Do = (Up, Vo) = D1 + D2,
where Up = X3 + upX? + uo1X + uoo, and Vo = vp2X? 4+ vo1X + voo
Step [ Procedure Cost
1 [Compute the resultant r of Uy and U] 15M
to = w10 — u20; t1 = u11 — u21; t2 = w12 — up2; t3 = t1 — uazla; ta = to — u21l; ts = ta — u2ots;
te = uoolz + u2its; tv = tats + tate; ts = —(tots + tits); to = tats — tota; T = uz0(tste 4 tots) — toty;
2 [If » = 0 then call the Cantor algorithm] -
3 [Compute the pseudo-inverse T = ixz? + i1z + ip = r/U; mod Us) —
i2 = to; 11 = tg; t0 = t7;
4 [Compute 5" = sha? + siz + sy = rS = (V2 — V1)I mod Uz (Karatsuba, Toom)] 10M
t1 = v10 — v20; t2 = V11 — v21; t3 = V12 — V22; ta = t2i1; ts = t1io; te = l3i2; lg = uoots;
tg = ta +te +t7 — (t2 +t3) (i1 +42); to = u20 + u22; t1o = (to + u21)(ts — t6);
tg = (to —u21)(ts + t6); sy = —(u2ots +ts5); s = te — (sg + ta + (t1 + t3)(i0 + 42) + (t10 +t9)/2);
s} =ta+ts + (to — t10)/2 — (t7 + (t1 + t2) (G0 + i1));
5 [If s, = 0 then call the Cantor algorithm] —
6 [Compute S, w and w; = 1/w s.t. wS = 5/r and S is monic] T+7M
t1 = (rsh) Y to=rt1;, w= t15'22; w; = rta; so = t2sp; s1 = tas];
7 [Compute Z = X5 + 24 X* + 23X3 + 20 X2 + 21X + 20 = SU4| aM
te = so + s1; t1 = w10 + u12; t2 = te(t1 +u11); t3 = (t1 —u11)(so — s1); ta = u12s1;
20 = u1080; 21 = (t2 —t3)/2 —ta; 20 = (t2 +13)/2 — 20 + wi0; 23 = w11 + S0 +ta; 24 = u1zx + s1;
8 [Compute U; = X* F uaX® F upX2 F un X + wo = (8(Z + 2w, V1) — w2((F — V2)JU0)] 13M
t1 = S023; w3 = 24 + S1 — u22; ts = S124 — U22Wi3; W2 = 23 + S0 + 5 — u21;
t3 = uo1up; ta = t1 — t3; t2 = (u22 + u21) (wa + w2);
w2 = 23 + 50 +t5 — u21; wr = 22 + t6(za + 23) + wi(2v12 — w;) — (t5 + t2 + ta + u20);
w0 = z1 + ta + 5122 + wi(2(v11 + 51012) + winiz) — (uooun + uzous3);
9 [Compute V; = v X? + v X + vio = wZ + Vi mod U] 8M
t1 = w3 — za; vio = w(t1wo + 20) + vio; vi1 = w(ti1un + 21 — wo) + vi1;
vz = w(tiwe + 22 — up) + v12; vz = w(t1ws + 23 — w2
10 | [Compute Up = X3 F upa X2 + uo1X + uoo = (F — V2) /U] M
t1 = 2u3; uo2 = —(us + v3); uor = fs — (w2 + uo2uws + t1v2);
uoo = fa — (un + v3 + uo2uiz + vorws + t1va);
11 [Compute Vo = vo222 + vo17 + voo = —V: mod Up) 3M
Vo2 = Vg2 — UO2V13, VO1 = V1 — U013, Voo = V0 — U003,
Total I'+67M
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o OO DOOUDOMO

— Square-rootO0d o OdO (?)
coouoouodao:

O (\/#Jc(Fp)) = O(V/p7)
e 1002800000000 DOOp~ 2160/g
—g=10p~ 2160
— g =20p~ 280
—g¢g=30p~ 254

o UL DOOOOONOMNONO O
— g = 101160 + 3Mi160 = 23Mi60
— g=2D I8O_|_25M80245M80
— g=3D 154+67M54:87M54

= 23Mqg0 > 45Mgg > 87 Mss (?)

ODoddooodoooddoodn
HEREREEE
e Adleman-DeMarrais-Huang (1991)
— Uouoddn <s—degU < s

— ggo: O(Lp29+1(1/2,c < 2.181)),
logp < (294 1)998, g — oo

— 000000: O(Lpe(1/2,%),
p9 — oo
Enge, Gaudry-Enge

= oo otdod

e Gaudry (1997)
— 000OO0O0degU =1 i.e. C(Fp)
—0oo: o3

- 00oooo: O(p22/9)
Gaudry-Harley, Thériault, Nagao,
Gaudry-Thomé-Thériault-Diem
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Gaudry0OODOODOOOODOO
p=7
C/Fp:Y? = X3 45x1244x1!
+6x2+2x8+6X"
+5X% 4+ 5X3
+X°4+2X+6
#Jc(Fp) = 208697: 18 bit 00
Dy = (XP42X°4+4X4+ Xx34+5X°2+3,
4X° +5X342X%24+5X +4)

Dy = (X°>+6X3+3X%2+1,
3XY 4+ X34+ 4X° 4+ X 4+3)

C(Fp) — {P007 (17 1)7 (17 6)7 (27 1)7 (27 6)7
(4,1),(4,6)(5,3),(5,4),(6,3),(6,4)}

#C(Fp) = 11

OO0

B =1{(1,1),(2,1),(4,1),(5,3),(6,3)}
[9343] D}, = (

X°4+6X44+6X34+5X24+6X 4+ 4,
X4+ X34+ X24+4X46)

X°+6X*4+6X3+5X246X +4=
(X —1)*(X - 4)*(X - 5)

X 4+ X34 X°4+4X+6|x—_1=6

Xt 4+ X34+ X°4+4X +6|y_u=1

Xt 4+ X34+ X°4+4X+6|x—5=23
—
[9343] Dy, = —[2](1,1)+[2](4,1)+(5,3)
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[ 19343]D; ) Dy + [105454] D, =

120243]D
1215710, | = (1,1) +[21(2,1) + (4,1) - (6,3)
120688] Dy,
\[151649] Dy,
(-2 0 2 1 0) ((1,1)) Indp,Da = Indp,(1,1) + 2Indp, (2,1)
0 -21 1 —2|[(21) LInd 3
! p,(4,1) —1Indp, (6, 3)
~1 0 2 -1 —-1]](4,1) _1054654 b
2 1 0 2 0 |][(,3)
\1 0 1 -2 1/\(6,3) = 85159 + 2 x 114347

+182999 — 136908

(Indp,(1,1)\ (85159 ) —105454

Indp,(2,1) 114347 = 45793 mod #Jc(Fp)
Indp,(4,1) | = | 182999
Indp, (5, 3) 22360

\Indp,(6,3)) \136908)
mod #Jc(Fp)

20



(

\

00000
[9343]D; ((1,1))
120243] D, ) [ (2,1)
121571]Dy [ = || | (4, 1)
120688] Dy, ] (5,3)
151649] Dy, | " \(6,3))
#B = O(p)

000000000000000
—¢0D000000000: O(pY)
- 1000000000

g0000000000: O(I/g")
= O(g!)

JacobianO0 0O 0O: O(g?(logp)?)

00000000 : O(g3(logp)3)

= 0(g'g>p(logp)3)

GaudryOOOoooogoon
guobogbotdnh:

O(gp*(log #Jc(Fp))?) = O(g>p?(log p)?)
afufs)uls

O(g'g3p(log p)3) + O(g3p?(log p)?)
000000000 nd(p)I000nn

Do0000gqg00ooudorhoddoddo
O(\/#Tc(Fp)) = O(p9/2)

Sugbo40bogoboooooot
rho0 000000000

22



ODoddooodnn
00 (Gaudry-Harley)O
ODoooooooddggooooooonn
—

Joodoodoogdod

#B=0(("), 0<r<1000
O(p) + O(p?) —
O (]?ngpr)_l_é (p2r) — 0 (pg—l—(l—g)r + p2r)

O (pg—l-(l—g)r 4 p2fr) — 0 (pQQ/(g—I—l))

Joo3guuoooouoood
rhro0 000000000

Large primes(] [J []

Joooodoooogboogod
Jooboodogdo

B={(1,1),(2,1),(4 1)}
B, ={(5,3),(6,3)}

[9343]D, 2 0 2 1 o0 (1,1)
[120243] D, 0o -2 1 1 =2 (2,1)
[121571]D, | = | -1 0 2 -1 -1 (4,1)
[120688] D, 2 1 0 2 0 (5,3)
[151649]D, 1 0 1 -2 1 (6,3)

OO00000000C0O0OOoOoooooon

00000000000
[2 x 9343 — 120688]D, =

00000 (Thériault, single large prime)

0000
[121571 + 151649]D, =

[31(4,1) + [-3](5,3)
000000

(Nagao and GTTD, double large prime)
24
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e J0DDOODDODDODODOOOODDOO e Non-hyper (degree d plane curves)

o gD DDDODODODODO — DiemOO0O00OO0O0O0O
120 - " O(p2—2/(d—2))
110—: — oo gdontd

*x O (Lpg(1/3,*)>
(Enge-Gaudry, Diem)

100

90—: ° C/Fpn
| — Weil descent attack
Cost 807
7 *DDDDDDDDDD/Fp
70—: Do0ddoododoo

— Generalized Weil descent attack
* é(pQ—l/(ng)) ?
(Semaev, Gaudry, Nagao)

60

50 1

40 2 3 4 5 6 7 8
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