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p: 000
F, : 000, char(Fy) =p, #F; =¢q
g: 000

F,O00 genus gUOOO0OOC

CY?=F(X),
F(X) = Xx2911 -I-f29X29—|—---—|—f0
fi € Fg,disc (F) =0

g=2000

Jo » CO Jacobil OO

jc(Fq)DDDDDDDDZ
D1, Do € jc(Fq) —m € Z s.t. D1 = mD>y

Jo0ogoogogoogoodgoodgodn g
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Jo(FpH)OOODOOOOO0ODOODODOOO

1. Square—root attack (4+Pohlig—Hellman)

2. Frey—RuUck attack

3. Ruck attack

4. Adleman—DeMarrais—Huang attack

5. Gaudry attack

6. Duursma attack

7. Weil descent attack



Square—root attack D OO0 O QO0QOQOQOOOO
#Jo(Fy) =cP, P:160 bitOOODOOOO
000

00000000000 ¢00000000
(c=1)

=
000000000000000
#Jo(F,) =P, P:160 bitOO 00000

oocood



Joooottd

Input: genusti OO0 0O
Output: OO0O0OO0DO CO #Jc(Fy)
1. C/F,000
2: #Jo(Fy )0 OO
3: #Jc(Fq) #= primed 00 SteplO

1. 0000000000000000
e CMDOO (Frey, 0O, O00O)

e Koblitz (Koblitz, 00-00-00)

2. 000 00o0ooogogn

e AGM (Harley—Mestre)
e Kedlaya (Kedlaya, Gaudry)

e Schoof—like
(Pila, Kampkotter, Adleman—Huang)
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Gaudry—Harley
Schoof—like algorithm

Gaudry, Harley,
Counting points on hyperelliptic curves over finite fields,

ANTS-IV
:Schoof—like algorithmO O O

g=20000000000

o F,0 127 bitOd [
(p: 63 bit)

o F,0 128 bitO O
(p: 16 bit, ¢ = p*)

HRERN



Gaudry—Harley algorithm

Input: genus 2 HEC C/F,
Output: #J-(Fg)
. #Jc(Fq) mod 2¢ (Halving algorithm)
for 00 [ =3,5,..., L1 do
xq¢(X) mod [l (Schoof-like algorithm)
Xq(X) mod l — #Jo(Fy) mod |
end for
xq(X) mod p (Cartier-Manin operator)
Xq(X) mod p — #Jc(Fg) mod p
#TJo(Fq) modm, m =2°-3---lmaz - p
(CRT)
9: #Jc(Fq) mod m — #Jo(Fq)
(Square—root algorithm)

N hH®NRE

xq¢(X): JoO qO Frobenius mapO0 00000

MenezesU 0D OO O0OO0OO0OOOO0OOO algorithmO
OO0oo00oooooooo



127 bitO0oooon

L | #JcFp) modl | Time | CPU
23 176 12h 1
3 2 20m T
5 1 5m

7 6 12h

11 1 19h

13 7 8d 13h
sgare-root algorithm 50d

T: Pentium 450 MHz (Magma)

I Alpha 500 MHz

Jodoogoodgbodgoogood
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square—root algorithmd 0O 0O O



#Jco(Fg) mod m — #Jc(Fq)

D e Jo(FH\{0}ooooooooo,

ND =20
OO0000 N e Z0O Hasse—Weil range

Lo=[(va—1)* < N < Ho=[(va+1)*]
Joooo.

R = Hg— Lg = 8q3/2 + O(q)

Brute force: O(q3/2)
Baby step giant step: O(q3/4)

#Jo(Fy) mod mOODOOOOCOOOO
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N, € Z : given s.t.

#jC(Fq) = Nr + mNp, 0 < Np < m
= Ny U

[ Lo/m]| < Nm < [Ho/m]
Oo0oodooond #jC(IFq)DDDD.

Nm =1i+nj, n€Z,n~ /R/m

0 <7 < n,

ol 1<
mn mn

= ¢,70 00 rangel O(\/R/im)
#Jc(Fg)D = (Nr + m(i +nj))D =0

(Ny + mi)D = —mnjD

000: 0(g3%/vm)
0 Gaudry—Harleyd OO 0O algorithmO 00O OO
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Xq(X) = X451 X3+ 55 X% —s1qX +¢° € Z[X],

s1| < 44/4q,
|sp| < 6¢

Halving algorithm : D0 0O0O0OO0OO0O0O0OOO
Schoof—like algorithm : s; mod [0 00O OO

Cartier—Manin operator : s; mod p O 0O O O

s, modmO 00000

baby step giant step algorithm@
Od0o0O0ooooooood

s1 X 55,000 ~ 96¢3/2
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Lemma 1.s510

s1u= — [4v4aq] <s1<s14 = [4V1]
00000, 00, s
1
sp; = [24/4q|s1] — 2q] < 50 < 59y = hs% + QqJ

Joogn.

sou - N. D. Elkies,

Elliptic and modular curves over finite fields and re-
lated computational issues, Computational perspectives
on number theory (D. A. Buell and J. T. Teitlbaum,
eds.), AMS, 1995, pp. 21-76.

sy U, i

1
[ 753 + 24— 2valsi| - 29)dsy
1
= s1(s557 — Vals1l + 4q)
12
s1 X soUUUU = %q?’/2
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s; mod m — #J0(Fy)

s, € Z : given s.t.

0 §s;- < m,
s1 = s1 +mty,ty € Z,
so = sh + mth,th € 7Z

4\/6q3/4
n ~

3m

th = to + nt3, to,t3 € Z
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#Jc(Fq) = xq(1)
=¢°+1—-s1(g+1)+ s>
=¢*+1-s1(g+ 1)+ s5

—m(q + 1)t1 + mito + mnt3

(¢°+1—54(g+1)+sh—m(g+1)t; +mnt3)D
= —mi>D

O0,000000 baby step, DO0OOOO giant stepO 00 .

000: 0(g3/*/m)

Gaudry—HarleyD 0000000 O(ym)O OO
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Input: genus 2 HEC C/F,
Output: #Jc(Fy)

1. s; mod 2

2. s; mod p (Cartier-Manin operator)

3. s; modm, m=2p (CRT)

4. s mod m — #Jo(Fq)
(Proposed baby step giant step algorithm)

oo goodon
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Jogo,

Lemma 2.

21 #Jc(Fq) & F :irreducible/Fq < 21s;

0o, FOOOo cooog
s; =1 mod?2
0oo.

00,

Cartier—Manin operator,

Baby step giant step algorithm
O000000o0oO0o0oon.

oo,

M, Chao, Tsujii, Fast genus two hyperelliptic curve
cryptosystems, Technical Report ISEC2001-31, IEICE
Japan, 2001.

O 000 Harley algorithm

Jo0ouoododod NTLDOOO O.
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Example 1.
p = 1342181,
Fq = Fp(a),
a3 + 107347002 4 34509a + 1223366 = 0

C1/F,:Y? = F1(X),
Fi1 = X° 4 (567033a” + 322876a + 957805) X*
4 (1123698a2 + 933051a 4+ 141410) X3
+ (39326902 + 233572 + 708577) X 2
4+ (69227002 4 350968a + 788883) X
+ 96889602 4+ 895453 4+ 589750

#\701 (IFQ) —
5846103764014694479322329315740285931

. 123 bit prime number

Time
Cartier—Manin operator m
Baby step (26 bit) 1h 10m

Sort 1m
Giant step 1h 59m
Total 3h 17m

Pentium III/866MHz, 1G RAM
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Example 2.
p = 5491813,
Fq = Fp(a),
a3 4+ 4519302a2 4+ 3749080a + 607603 = 0

Co/F, : Y? = Fr(X),
F> = X° 4+ (28171530 + 3200658c + 1440424)X*
4 (331032502 4 4813960 + 1822351) X3
+ (10827502 4 120315a + 469800) X 2
4 (216838302 4 1244383 + 5010679) X
4+ 468233702 4+ 538650 4 2540378

#\702 (IFQ) —
27434335457581234045473311611818187339271

. 135 bit prime number

Time
Cartier—Manin operator 42m
Baby step (28 bit) 5h 30m

Sort 20m
Giant step Oh 17m
Total 15h 49m

Alpha 21264 /667MHz, 4G RAM
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e OO DOOOODOOOOOOO
baby step giant step algorithm
OO0O0ooOono.

o U algorithmUO OO0 135 bit OO OO0 O
OO0000.

e Memory DO omn

e Gaudry—HarleyO OO Ooooooonon
160 bitO DD OO0 OOOOoog.

e 00, 160 bitDIOIOOOOOOOOOOOO
Schoof-like algorithmO O OO O O
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Appendix

Magma V.2.8:

Gaudry—Harley's Schoof—like algorithm U
GaudryO OO OQO0O coded O 0O.

Example 3.
p = 220 T 57
Fq = Fp(a),
a* 4+ 27868003 + 4456750 + 218811a + 653340 = 0

Cs3/F, : Y? = F3(X),
F3 = X°
+ (508797a° 4+ 67255502 4+ 940125a + 153314) X3
4 (330843a> +367275a% +910087a+ 1002854) X~
+ (4883950 + 8732900 4+ 734350a + 7072) X

4+ 180553a° 4 2514202 4+ 806296 + 724502

#Jo,(F,) =146144588639761244786639678676939
3107114349704111

=37 X 79 X 6055499440163
X 82566515265200206423105450287439

160 bit
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Time
[ = 27s
=7 3h 10m 37s
[=11 20d 20h 23m 38s
Cartier—Manin operator 10m 42s
Baby step (30 bit) 1d 23h 22m 22s
Sort 2h 5m 15s
Giant step 2d 23h 3m 34s
Total 26d 19h 31m 21s

Schoof-like algorithm: Pentium III/866MHz, 1G RAM
The others: Itanium/800MHz, 12G RAM



