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Abstract

which are known as fast addition algorithms on hyperelliptic cureves, and shows the efficiency of the method to ap-

This paper proposes a construction method of the resultant computation for the Harley algorithms,

ply it to the computation in the known algorithms. It shows the fastest addition algorithms on genus 3 hyperelliptic

curves as the result. Moreover this paper shows a implementation result of the obtained addition algorithms. The

result shows that a 160-bit scalar multiplication can be done within 163us on Alpha EV68 1.25GHz.
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0 1 Addition algorithm on genus 3 HEC for the most frequent case

In. | Genus 3 HEC C : Y2 = F(X) = X' + f5X° + fa X% + fga> + foX2 + f1X + fo,
Reduced divisors Dy = (Uy, V1), Da = (Us, Va),
where Uy = x3 4 u12X2 +uy11 X +uyg, V1 = '012X2 +v11X + vi10,
Us = X3 4 ugoa? 4 ugy X 4 ugg, and Vo = voa X2 + vg1 X + vgg
Out. | Reduced divisor D = (U, Vo) = D + Dy, where Ug = X3 + upo X2 + upni X + upg, and Vo = voa X2 + vo1X + v0oq
Step | Procedure Cost
1 [Compute the resultant r of U and Ug] 15M + 134
to = w10 —w20i f1 = w1l — u21i ty = u1p —ug2j tg =11 —upta;ty =t —unitaity =1tq4 —
te = ugoty + upitss ty = tats + tates tg = —(tote + t1t5)i to =tytg — totas v = upgltate + tzts) - fot7v
2 [if 7 = 0 then call the Cantor algorithm] B
3 [Compute the pseudo-inverse I = iga? + ij@ 4 ig = r/U; mod U] -
ig = tg; i1 = tg; ig = t7;
4 [Compute 57 = sha? + sfa + sy =S = (Vo — V1)I mod Uy (Karatsuba, Toom)] 10M + 31A
tp = vy — v20; t2 = w11 — v21; 13 = vig — v22; tg = l2i1; ty = t1ig; lg = t3i2; tg = u22tg;
tg =tq +te +t7 — (t2 +1t3)(iy +i2); tg = ugp F u22; t10 = (tg + u21)(ts — t6);
to = (tg — u21)(tg + te); s = —(ua0tg + t5); sh =t — (s{ + ta + (t1 + t3)(io + i2) + (t10 + t9)/2);
s] =tg +t5+ (tg — t10)/2 — (t7 + (t1 + t2)(ig + i1));
5 [If s7, = 0 then call the Cantor algorithm] B
6 [Compute S, w and w; = 1/w s.t. wS = S’ /r and S is monic] T+7M
t1 = (rslz)_l; tg =rt]; w = tls'22; w; = rtg; sg = tzs(): 51 = t2s/1;
7 [Compute Z = X° 4+ 24 X% + 23X5 + 29X2 + 21X + 29 = SU;| 4M + 15A
te = so + 515 t1 = uio + w125 t2 = te(t1 +ui1); t3 = (b1 — w11)(so — s1); t4 = u12s1;
20 = u1080; 21 = (t3 — t3)/2 —t4; 29 = (to + t3)/2 — 29 + uq0; 23 = uil + S0 + tas 24 = uia + s1;
8 [Compute Up = XF + up3 X5 + upn X2 + ugp X + ugg = (S(Z + 2w; Vi) — w2 ((F — V) /U7p))] 13M + 26A
t] = 50235 ug3 = 24 + 81 — u22; t5 = S124 — U2U3; U2 = 23 + S0 +t5 — u21;
t3 = ugiugn; tg = t1 — t3; ta = (ugz + u21)(ue3 + uga);
ugz = 23 + 50 +t5 — u21; ugl = 22 + te(24 + 23) + wi(2v1z — wy) — (t5 + t2 + t4 + uz0);
upg = 21 +tg + 5129 + wi(2(vyy + s1vy2) + wiugg) — (uggupy + uzgue3)s
9 [Compute Vi = v42 X2 + vy X + vgg = wZ + V1 mod Uy) 8M + 11A
t1 = ug3 — 245 ve0 = w(t1ugo + 20) +v105 ve1 = w(tiugr + 21 — ugo) + V115
vig = w(tjugy + zg = ugy) £ 0195 ve3 = wltjugg + 23 — “t2)
10 | [Compute Uy = X3 +uo2x2+u01x+uoo = (F - V2)/U¢] TM 4+ 11A
t1 = 2v435 o2 = —(ugg + v3)i uo1 = f5 — (ug2 + uo2urs + t1v42);
v = fa — (ue1 +vip + woou2 + uo1ue3 + t1ve1)s
11 | [Compute Vo = vgaa? + vo1@ 4+ vog = — Vi mod Ug] 3M + 3A
VO = Vi — UQ2Vt3i VO] = Vil — UQ1Yt35 VOO = Y0 — Y0QVt3;
Total T+67M + 1104
0 2 Doubling algorithm on genus 3 HEC for the most frequent case
In. [Genus 3HEC C:Y2Z=F(X)=a' + f5X° + faX*+ f3X3+ fo X2+ f1X + fo,
Reduced divisor D1 = (Uy, V1), where U; = X2 + w19 X2 + u11X + uig, and Vi = v12X2 + v11 X + v1ig
Out. | Reduced divisor Do = (Up, Vo) = 2D, where Up = X3+ u02X2 + upi1x + upgp, and Vo = voa X2 + vo1X + voo
Step | Procedure Cost
1 [Compute the resultant r of U; and Vj] 15M+10A
t1 = w11 — u12v12; t2 = V10 — w11v12; t3 = t2 — wi2ti;ts = wigviz + wiirty; t5 = talz + tita;
te = —(vi1t3 + vi2ts); t7 = vi1t1 — viatasr = vigts — uio(t1ty + viate);
2 [If » = 0 then call the Cantor Algorithm] —
3 [Compute the pseudo-inverse I = igx? + i1x + ig = r/V; mod Uy ] —
ig = ty; 11 = tg; o = t5;
4 [Compute Z = 23 X2 + 21X 4 z9 = (F — V{)/U1 mod Uq] 7TM + 18A
= 2u10; t2 = 2u11; t3 = ufg; tg = f4 — (t1 + viy); ts = f5 + ta — t2; t10 = 2v12; 22 = t5 + 2t3;
z1 = ui12(ta — t5) +ta; 20 = f3 +t3(ts — wi1) + wi2(ts — ta) + wr1(ui1 — f5) — tiovii;
5 [Compute S’ = 5’212 + shz + s{, = 2rS = ZI mod U; (Karatsuba, Toom)] 10M + 28A
t1 =121 ta =020 t3 = i222; ta = uists; t5 = (i2 +i1)(22 + 21) — (t1 + t3 + t4); te = uiots;
t7 = w10 + u12; tg = t7 + w11 tg = t7 — ui1; t7 = tg(tz + t5); t11 = to(ts — t3);
sh =t1 +te + (i2 +i0) (22 + 20) — (t2 + t3 + (t7 + t11)/2);
st =tq + (i +i1)(z1 + 20) + (t11 — t7)/2 — (t1 + t2); s{ = t2 — te;
6 [If s5 = 0 then call the Cantor algorithm)] -
7 [Compute S, w and w; = 1/w s.t. wS = S’ /(2r) and S is monic] I+7M+ A
t1 = 2r; ta = (t155) "1 t3 = tito; w = tash?; w; = t1t3; so = tysh; s1 = t3s);
8 [Compute G = X° + g4 X* + g3X® + g2 X2 + g1 X + go = SU; (Toom)] AM + 12A
t1 = tg(s1 + s0); t2 = tg(so — s1); t3 = u12s1;
90 = w1005 91 = (t1 — t2)/2 — t3; go = w10 + (1 +t2)/2 — go; g3 = t3 + u11 + s0; g4 = w12 + s1;
9 [Compute Uy = XT + us3X® + ua X2 + ug1 X + uo = (G + w; V1)% — wiF)/UZ] 7M + 10A
upy = 2513 Ugp = s3 + 2503 w1 = ug3so + wi(t1o — wy); ugo = sf + 2w, ((s1 — u12)v12 + v11 + Wiui2);
10 | [Compute Vi = v;3X° + v2 X2 + v41 X + vig = wG + Vi mod Uy 8M + 11A
t1 = utz — ga; veo = w(t1uro + go) + vi0; ve1 = w(tr1uer + g1 — ueo) + vi1;
viz = w(tiugs + g2 — up1) +vi2; vez = w(ti1ues + g3 — ur2);
11 | [Compute Up = X° + up2X2 +uo1X +uoo = (F — V2)/U¢] TM + 11A
= 2043; uo2 = —(usg + v3); uo1 = f5 — (U2 + uo2ut3 + t1ve2);
uoo = fa — (u1 + v75 + uozusz + uo1us + t1ve1);
12 [Compute Vo = voez? + vo1@ + vog = Vi mod Uy (Karatsuba)] 3M + 3A
Vo2 = Vt2 — UO2Yt3; YOl = Vtl — UO1Vt3; YOO = Vt0 — UOQ0Yt3;
Total I+ 68M + 104A
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0O 5 Performance results on Alpha EV68 1.25GHz

Addition | Doubling | Scalar mul.

[This work]
Toom 862ns 865ns 171ps
Karatsuba 880ns 863ns 171ps
Classical 822ns 832ns 163us

[Previous work [1]]

Toom 919ns 916ns 180us
Karatsuba 920ns 897ns 177us
Classical 888ns 875ns 172us
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