O0000000000000000
baby step giant step algorithm

0o od
Jotduoboodootdd



0000

p: 000
g: 000

FoO00 genus g O040oogC

C:Y? = F(X),
F(X) = X971 4 f0X29 + .- + fo
fi € Fg,disc (F') #0

g=2000

L] [

Joouoodouoodogdn gt




][]

1986: OO OOO Miller, Koblitz
1987: U oon Cantor
1989: 00O OOO Koblitz

Jooooddon

C/Fq: OOOO
Jo: CO Jacobid OO

Jo(F,)00000000:
Dq1,D> € jc(Fq) —m € Z s.t. D1 = mD»y

Jogdooboooboodooood



ogn

1. 000
(a) 00000000

(b) 0000000 DO0O0

2. 000000
(a) OO

(b) 00D0DOO00DO




Jo(FpH)OOODOOOOO0ODOODODOOO

1. Square—root attack (4+Pohlig—Hellman)

2. Frey—RuUck attack

3. Ruck attack

4. Adleman—DeMarrais—Huang attack

5. Gaudry attack

6. Duursma attack

7. Weil descent attack



Square—root attack D OO0 O QO0QOQOQOOOO
#Jo(Fy) =cP, P:160 bitOOODOOOO
000

00000000000 ¢00000000
(c=1)

=
000000000000000
#Jo(F,) =P, P:160 bitOO 00000

oocood



Joooottd

Input: genusti OO0 0O
Output: OO0O0OO0DO CO #Jc(Fy)
1. C/F,000
2: #Jo(Fy )0 OO
3: #Jc(Fq) #= primed 00 SteplO

1. 0000000000000000
e CMDOO (Frey, 0O, O00O)

e Koblitz (Koblitz, 00-00-00)

2. 000 00o0ooogogn

e AGM (Harley—Mestre)
e Kedlaya (Kedlaya, Gaudry)

e Schoof—like
(Pila, Kampkotter, Adleman—Huang)

7



Gaudry—Harley
Schoof—like algorithm

Gaudry, Harley,
Counting points on hyperelliptic curves over finite fields,

ANTS-IV
:Schoof—like algorithmO O O

g=20000000000

o F,0 127 bitOd [
(p: 63 bit)

o F,0 128 bitO O
(p: 16 bit, ¢ = p*)

HRERN



JoU qU FrobeniusU OO ODOUOOMO xq

mq - JoU qU Frobenius O

Xq(X) = X —51 X34+ 55X°% —51¢X +q° € Z[X]

s1| < 44/4q,
|so| < 6q

VDEJC

4 3 2
D" — s1D"4 4+ s5D"4 — s1qD™ + gD =0

#Jc(Fg) = xq(1)
=¢°+1-51(g+ 1)+ s



Gaudry—Harley algorithm

Input: genus 2 HEC C/F,
Output: #J-(Fy)
. #Jo(Fq) mod 2¢ (Halving algorithm)
for 00O [ =3,5,...,lmaex dO
Xq(X) mod [ (Schoof-like algorithm)
xq(X) mod | — #Jc(Fy) mod !
end for
xq(X) mod p (Cartier-Manin operator)
Xq(X) mod p — #Jco(Fy) mod p
#Jo(Fg) modm, m =2¢-3---lmaz - D
(CRT)
9: #Jc(Fy) mod m — #T-(Fy)
(Square—root algorithm)

o o hwe N

MenezesU OO0 OO0OOO0OOOO0OOO algorithmO
O000o0o0oooooon
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127 bitO0oooon

L | #JcFp) modl | Time | CPU
23 176 12h 1
3 2 20m T
5 1 5m

7 6 12h

11 1 19h

13 7 8d 13h
sgare-root algorithm 50d

T: Pentium 450 MHz (Magma)

I Alpha 500 MHz

Jodoogoodgbodgoogood

L]0

Jogdotugbtbtdbobotdboodboogbd
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L 0onnn

square—root algorithmd 0O 0O O
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#Jco(Fg) mod m — #Jc(Fq)

D e Jo(FH\{0}ooooooooo,

ND =20
OO0000 N e Z0O Hasse—Weil range

Lo=[(va—1)* < N < Ho=[(va+1)*]
Joooo.

R = Hg— Lg = 8q3/2 + O(q)

Brute force: O(q3/2)
Baby step giant step: O(q3/4)

#Jo(Fy) mod mOODOOOOCOOOO

13



N, € Z : given s.t.

#jC(Fq) = Nr + mNp, 0 < Np < m
= Ny U

[ Lo/m]| < Nm < [Ho/m]
Oo0oodooond #jC(IFq)DDDD.

Nm =1i+nj, n€Z,n~ /R/m

0 <7 < n,

ol 1<
mn mn

= ¢,70 00 rangel O(\/R/im)
#Jc(Fg)D = (Nr + m(i +nj))D =0

(Ny + mi)D = —mnjD

000: 0(g3%/vm)
0 Gaudry—Harleyd OO 0O algorithmO 00O OO

14



HpEgn

Xq(X) = X451 X3+ 55 X% —s1qX +¢° € Z[X],

s1] < 44/q
|sp| < 6¢

Halving algorithm : D0 0O0O0OO0OO0O0O0OOO
Schoof—like algorithm : s; mod [0 00O OO

Cartier—Manin operator : s; mod p O 0O O O

s, modmO 00000

baby step giant step algorithm@
Od0o0O0ooooooood

s1 X 55,000 ~ 96¢3/2

15



Lemma 1.s510

s1u= — [4v4aq] <s1<s14 = [4V1]
00000, 00, s
1
sp; = [24/4q|s1] — 2q] < 50 < 59y = hs% + QqJ

Joogn.

sou - N. D. Elkies,

Elliptic and modular curves over finite fields and re-
lated computational issues, Computational perspectives
on number theory (D. A. Buell and J. T. Teitlbaum,
eds.), AMS, 1995, pp. 21-76.

sy U, i

1
[ 753 + 24— 2valsi| - 29)dsy
1
= s1(s557 — Vals1l + 4q)
12
s1 X soUUUU = %q?’/2

16



s; mod m — #J0(Fy)

s, € Z : given s.t.

0 §s;- < m,
s1 = s1 +mty,ty € Z,
so = sh + mth,th € 7Z

4\/6q3/4
n ~

3m

th = to + nt3, to,t3 € Z

17



#Jc(Fq) = xq(1)
=¢°+1—-s1(g+1)+ s>
=¢*+1-s1(g+ 1)+ s5

—m(q + 1)t1 + mito + mnt3

(¢°+1—54(g+1)+sh—m(g+1)t; +mnt3)D
= —mi>D

O0,000000 baby step, DO0OOOO giant stepO 00 .

000: 0(g3/*/m)

Gaudry—HarleyD 0000000 O(ym)O OO

18



Input: A genus 2 HEC C/F,, m,s},s, € Z~g such that
si = s, mod m and O<8 <m
Output #TJc(Fy), if it is a prime number
n «— L4\/_q3/4/(3m)w
l—q¢*+1-51(¢g+1)+5s,
Choose a random D € Jo(F,)\{0}
B« {(Bj = —-jmD,j) | 0<j<n}
Sort B by B;
D1 «— ID
for i = —[|4,/q]/m] ... |4/q/m] doO
DQ <« Dl — im(q —|— l)D
s1 < s| +im
for k = [([2\/q|s1]] —2¢)/(mn)] —1...[(|s7/4] +

2q)/(mn)| do
11: D3 «— D> + kmnD

12: if 75 such that B; = D3 then

13: l —I+(—i(¢g+1)+ 5+ kn)m

14: iIf /= a prime number then

15: Output [ as #Jc(F,) and terminate

16: else

17: #Jc(F,) is not a prime number and ter-
minate

18: end if

19: end if

20: end for

21: end for

QLN AHWN H

19



001

Input: genus 2 HEC C/F,

Output #Jo(Fy)

s; mod 2

s; mod p (Cartier-Manin operator)

s; mod m, m =2p (CRT)

s; mod m — #Jo(Fq)

(Proposed baby step giant step algorithm)

B N

oot gootdon

20



Jogo,

Lemma 2.

21 #IJc(Fy) & F :irreducible/Fy < 21 s;

OO0, FOOOO COOOO
S; = 1 mod?2

00 0O.

00,

Cartier—Manin operator,

Baby step giant step algorithm
Jdo0o00oooogoooogg.

Joo0o0oodoooood NTLOOOUOO.

21



Cartier-Manin operator(l [0 [J

q = p°
U = ZUZXZ — F(p_l)/2

u 1 U2 1 () up 1 ug 1
—_— — — 1 — —
A= ( p p ) AW = | P p

Up—2 U2p—2 PP
P P Up_o UDp_D

xg(X) = X2 det (IX — AA) . A=) mod p

i JFe-D/A ifap -1
V_Z'UZX _{F(p3)/47 |f4fp_1

V2, if4|p—1
FV2, if4afp—-1

22



BSGSO [

1. Table BO O 32bit hashO O OO

2. 000000000000 tabledI O O
Lehmann—Maurer—Muller—Shoup,
Counting the number of points on elliptic curves
over finite fields of characteristic greater than three,
ANTS-I

3. -DUund

4. oo ooooot

5. 00O Harley addition algorithmO O O

23



Example 1.
p = 1342181,
Fq = Fp(a),
a3 + 107347002 4 34509a + 1223366 = 0

C1/F,:Y? = F1(X),
Fi1 = X° 4 (567033a” + 322876a + 957805) X*
4 (1123698a2 + 933051a 4+ 141410) X3
+ (39326902 + 233572 + 708577) X 2
4+ (69227002 4 350968a + 788883) X
+ 96889602 4+ 895453 4+ 589750

#\701 (IFQ) —
5846103764014694479322329315740285931

. 123 bit prime number

Time
Cartier—Manin operator m
Baby step (26 bit) 1h 10m

Sort 1m
Giant step 1h 59m
Total 3h 17m

Pentium III/866MHz, 1G RAM

24



Example 2.
p = 5491813,
Fq = Fp(a),
a3 4+ 4519302a2 4+ 3749080a + 607603 = 0

Co/F, : Y? = Fr(X),
F> = X° 4+ (28171530 + 3200658c + 1440424)X*
4 (331032502 4 4813960 + 1822351) X3
+ (10827502 4 120315a + 469800) X 2
4 (216838302 4 1244383 + 5010679) X
4+ 468233702 4+ 538650 4 2540378

#\702 (IFQ) —
27434335457581234045473311611818187339271

. 135 bit prime number

Time
Cartier—Manin operator 42m
Baby step (28 bit) 5h 30m

Sort 20m
Giant step Oh 17m
Total 15h 49m

Alpha 21264 /667MHz, 4G RAM

25



002

Input: genus 2 HEC C/F,
Output #Jo(Fy)
s; mod 2
for 0O [=3,5,7,11 do
s; mod [ (Schoof-like algorithm)
end for
s; mod p (Cartier-Manin operator)
s;modm, m=2-3-5-7-11-p (CRT)
s; mod m — #Jo(Fq)
(Proposed baby step giant step algorithm)

o g RN

Schoof-like algorithm:

Magma V.2.80 GaudryQd O O
Gaudry—Harley's Schoof—like algorithm O
codell O O

26



Example 3.
p = 220 T 5)
Fq — Fp(@),
o 4+ 278680a° + 4456750° + 218811 + 653340 = 0

Cs3/F, : Y? = F3(X),
F3 = X°
+ (508797a> 4+ 67255502 4+ 940125a + 153314) X3
4 (330843a° + 36727502+ 910087+ 1002854) X2
4+ (48839503 4 8732900® 4+ 734350a + 7072) X

4+ 18055303 4 2514202 4+ 806296 + 724502

#Jo,(F,) =146144588639761244786639678676939
3107114349704111

=37 X 79 x 6055499440163
X 82566515265200206423105450287439

160 bit

27



[ S1 S0
2 1 1
3 1 2
5 4 2
7 2 1
11 1 9
1048571 759049 42163
m = 2422199010 | 913015819 1021350317

Time
[ = 27s
[ = 14m 46s
=7 3h 10m 37s
[=11 20d 20h 23m 38s
Cartier—Manin operator 10m 42s
Baby step (30 bit) 1d 23h 22m 22s
Sort 2h 5m 15s
Giant step 2d 23h 3m 34s
Total 26d 19h 31m 21s

Schoof-like algorithm: Pentium III/866MHz, 1G RAM
The others: Itanium/800MHz, 12G RAM




Hgugn

e OO DOOOODOOOOOOO
baby step giant step algorithm
OO0O0ooOono.

o U algorithmUO OO0 135 bit OO OO0 O
OO

e Gaudry—HarleyO OO Ooooooonon
160 bitO O 0O

e 160 DItOD D IODOUOOOOODOODOOO
Schoof-like algorithmO O QOO OO

e MemoryU U
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