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Abstract This paper proposes a man-in-the-middle attack against the passkey entry mode in the
secure simple pairing for Bluetooth. The secure simple pairing is a mutual authentication proto-
col and the passkey entry mode achieves the authentication by entering the same passkey into
the devices to be authenticated. Recently, Lindel, Phan and Mingard proposed man-in-the-
middle attacks against this mode. These attacks need to abort the procedure and to make the
user to retry it. Moreover, the attacks require that the user enters the same passkey as before in
the retries. The proposed attack allows the different passkey in the retry, so that it is more
practical than the previous attacks.
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